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1 Vulnerability Assessment and Penetration Testing 

Report 

 

 Summary 

Kerala Institute of Labour and Employment (KILE) has assigned to 

Mirox Cyber Security the task of carrying out Vulnerability Assessment and 

Penetration Testing of Kerala Institute of Labour and Employment (KILE) 

Web Application. The purpose of the test is to determine security 

vulnerabilities in the application running on the servers specified as part of 

the scope. The tests are carried out assuming the identity of an attacker or 

a user with malicious intent. At the same time due care is taken not to 

harm the server. As per the Scope of work Mirox has conducted 

Vulnerability Assessment and Penetration Testing on the Application.   

 

 Approach 

 Perform broad Vulnerability assessment to identify potential areas of 

exposure and services that may act as entry points. 

 Perform targeted scans and manual investigation to validate 

vulnerabilities. 

 Identify and validate vulnerabilities. 

 Rank vulnerabilities based on threat level, loss potential, and 

likelihood of exploitation. 

 Perform supplemental research and development activities to 

support analysis. 

 Identify issues of immediate consequence and recommend solutions. 

 Develop long-term recommendations to enhance security.    
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Overview 

 

The scope of the assessment is limited to performing an Application 

VAPT Testing on the URL mentioned below:   

 

Application Name  :  KILE – Kerala Institute of Labour and Employment Web.  

Application URL       :  https://157.173.221.63/staging/ 

Application IP          :  157.173.221.63 :443 

  

 

APPLICATION SCOPE  CRITICAL HIGH MEDIUM LOW INFO TOTAL ISSUES 

 

https://157.173.221.63/staging/  

 

IP : 157.173.221.63 :443 

- 2 6 2 - 10 

 

 

 

 

2

6

2

Vulnerabilities by Severity 

Critical High Medium Low Info

https://157.173.221.63/staging/
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2 Summary of the Detailed Report 
 

OWASP Top 10 - 2021 

 

The vulnerabilities are classified based on OWASP Top 10 2021 based vulnerabilities, and 

each vulnerabilities are listed under the top 10 vulnerabilities with Description, Impact, 

Recommendation and Proof of concept.    

 

Sl. 

No. 

OWASP 2021 

No. of 

Vulnerabilities 
Risk 

 Top 10 Vulnerabilities 

A1 Broken Access Control N/A N/A 

A2 Cryptographic Failures 2 2  MEDIUM 

A3 Injection N/A  N/A    MEDIUM 

A4 Insecure Design N/A N/A  

A5 

 

Security 

Misconfiguration 
6 1  HIGH 3  MEDIUM 2  LOW 

A6 
Vulnerable and 

Outdated Components 
1 1  MEDIUM  

A7 
Identification and 

Authentication Failures 
1 1  HIGH 

A8 
Software and Data 

Integrity Failures 
N/A N/A 

A9 
Security Logging and 

Monitoring Failures 
N/A N/A 

A10 
Server-Side Request 

Forgery 
N/A N/A 
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3 Overview of the Report  
 

 

Sl.No Vulnerability Threat Level Functional Impact 

1 XML-RPC Enabled High High 

2 WordPress XML-RPC Brute Force Attack High High 

3 WordPress Denial of Service Vulnerability Medium Medium 

4 LUCKY13 (Potentially Vulnerable) Medium Medium 

5 BREACH Vulnerability Medium Medium 

6 Clickjacking Attack Medium Medium 

7 Strict Transport Security Vulnerability Medium Medium 

8 Using Components with Known Vulnerabilities Medium Medium 

9 Cookie without Same Site Attribute Low Low  

10 Lack of HTTP Security Headers Low Low  
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4 Threat Level Ratio 
 

 

 

 

 

 

 

5 Functional Impact Ratio 
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6 Threat Impact 
 

 

Sl. 

No 
Vulnerability 

OWASP 

Category 

Attack 

Vectors 

Threat 

Prevalence 

Threat  

 

Detectability 

Technical 

Impact 

Production 

Impact 

1 XML-RPC Enabled 
A5 

Easy Common Easy High High 

2 
WordPress XML-RPC 

Brute Force Attack 

A7 
Easy Common Easy High High 

3 
WordPress Denial of 

Service Vulnerability 

A5 
Easy Common Easy Medium Medium 

4 
LUCKY13 (Potentially 

Vulnerable) 
A2 Hard Common Easy Medium Medium 

5 BREACH Vulnerability A2 Hard Common Easy Medium Medium 

6 Clickjacking Attack A5 Easy Common Easy Medium Medium 

7 
Strict Transport 

Security Vulnerability 
A5 Easy Common Easy Medium Medium 

8 

Using Components 

with Known 

Vulnerabilities 

A6 Easy Common Easy Medium Medium 

9 
Cookie without Same 

Site Attribute 

A5 Easy Common Easy Low Low 

10 
Lack of HTTP Security 

Headers 

A5 Easy Common Easy Low Low 
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7 Technical Impact Ratio 
 

 

 

 
 

 

  

 

 

 

 

 

 

8 Production Impact Ratio 
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9 Threat Impact on Data Security 
 

 

 

Sl. 

No 
Data Threat Vulnerability 

Data  

Loss 

Data 

Exfiltration 

Data 

Corruption 

Data 

Breach 

Data 

 Theft 

Data 

Leakage 

1 XML-RPC Enabled Yes Yes Yes Yes Yes Yes 

2 
WordPress XML-RPC Brute 

Force Attack 
Yes Yes Yes Yes Yes Yes 

3 
WordPress Denial of Service 

Vulnerability 
Yes Yes Yes Yes Yes Yes 

4 
LUCKY13 (Potentially 

Vulnerable) 
Yes Yes No Yes Yes No 

5 BREACH Vulnerability Yes Yes No Yes Yes No 

6 Clickjacking Attack No Yes No Yes Yes Yes 

7 
Strict Transport Security 

Vulnerability 
Yes Yes No Yes Yes No 

8 
Using Components with 

Known Vulnerabilities 
Yes Yes Yes Yes Yes Yes 

9 
Cookie without Same Site 

Attribute 
No Yes No No No No 

10 
Lack of HTTP Security 

Headers 
No Yes No No No No 
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10 Data Security Threat Ratio  
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11 Technical Report 
 

 

11.1     XML-RPC Enabled 
 

 

 

Description 
 

 During the assessment, it was identified that XML-RPC is enabled in the 

WordPress web application, XML-RPC is a protocol used for communication between 

different computer systems over the internet. It allows remote procedure calls through 

HTTP, which means that a client can execute a function on a remote server without 

having direct access to it.  
 

 

Impact 
 

 An attacker can send a POST request to the xmlrpc.php endpoint with the 

system.listMethods method to retrieve list of all the available methods on the server. 

These details can help the attacker identify methods that may be vulnerable to 

exploitation or methods that may provide sensitive information. Once the attacker has 

identified the vulnerabilities, they can use various methods to exploit them, potentially 

gaining unauthorized access to sensitive data or executing malicious code on the 

server. 
 

 

Recommendation 
 

 Xmlrpc.php can be restricted or disabled by using Wordpress Plugins or by 

manually configuring .htaccess file rewrite the rule. 

 Recommended to disable the xmlrpc.php endpoint if it is not needed for the 

functionality of the web application. If it is needed, access to this endpoint 

should be restricted to authorized users only, and all other methods should be 

protected against unauthorized access and exploitation. 

 Implement access control mechanisms such as IP whitelisting to restrict access 

to XML-RPC. 

 

Proof of Concept (Steps to Reproduce) 
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Figure 1 : XML-RPC Enabled – When attempting to access the “xmlrpc.php” endpoint resource through an HTTP GET 

request, the application returns a "Method Not Allowed" error response, indicating that the XML-RPC server only 

accepts POST requests. In this step, the attacker sends a POST request to the “xmlrpc.php” endpoint with the 

“system.listMethods” method call in the request body. As a result, the server responds with a list of all available 

methods and procedure calls, revealing sensitive information about the functionalities exposed via XML-RPC. (List of 

available methods and procedure calls were displayed in the response tab).  
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11.2     WordPress XML-RPC Brute Force Attack 

 

 

Description 
 

 During the assessment, it was identified that XML-RPC is enabled in the 

WordPress web application, posing a significant security risk. XML-RPC is a protocol 

used for remote communication between systems over the internet. The 

wp.getUsersBlogs function in xmlrpc.php allows authentication using a username and 

password, which attackers can exploit for brute-force attacks. Unlike traditional login 

mechanisms (e.g., wp-login.php), which may have rate-limiting and CAPTCHA 

protection, XML-RPC does not enforce strict login restrictions, allowing multiple login 

attempts in a single request. This significantly enhances the attacker's efficiency, 

enabling rapid credential stuffing and password-guessing attacks. 
 

 

 

Impact 
 

 An attacker can use this method to guess valid credentials and gain 

unauthorized access to accounts, including admin accounts. This can lead to website 

defacement, data leaks, or complete site takeover. Additionally, repeated brute-

force attempts can cause server resource exhaustion, leading to performance issues 

or downtime. 

 
 

 

Recommendation 
 

 Disable XML-RPC if not needed by blocking access to xmlrpc.php. If XML-RPC is 

required, limit authentication attempts via security plugins. 

 Xmlrpc.php can be restricted or disabled by using Wordpress Plugins or by 

manually configuring .htaccess file rewrite the rule. 

 Recommended to disable the xmlrpc.php endpoint if it is not needed for the 

functionality of the web application. If it is needed, access to this endpoint 

should be restricted to authorized users only, and all other methods should be 

protected against unauthorized access and exploitation. 

 Implement access control mechanisms such as IP whitelisting to restrict access 

to XML-RPC. 

 

Proof of Concept (Steps to Reproduce) 
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Figure 2 : WordPress XML-RPC Brute Force Attack – I : It is identified that “xmlrpc.php” is enabled on the target 

WordPress site. In this step, the attacker sends a POST request to “xmlrpc.php” endpoint with the “wp.getUsersBlogs” 

method call in the request body, along with login parameters (username and password). This method allows users to 

authenticate and retrieve blog details. [Here, the attacker attempts to brute force the login credentials by trying 

different username/password combinations until finding a valid one.] Step – 1 

 

 

 

 

Figure 3 : WordPress XML-RPC Brute Force Attack – I : In this step, the attacker sends a POST request to the 

“xmlrpc.php” endpoint with the “wp.getUsersBlogs” method, including a combination of login username and 

password parameters in the request body. Attackers can exploit this vulnerability by using a custom credential 

wordlist to try different combinations until they find valid credentials. In response, the attacker successfully 

enumerates user login credentials through wp.getUsersBlogs method exploitation. Since there are no rate-limiting 

measures in place, attackers can repeatedly attempt different combinations, increasing the risk of unauthorized 

access. It is recommended to disable XML-RPC if not required or restrict access to specific methods to prevent 

exploitation. Step – 2 
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11.3   WordPress Denial of Service Vulnerability   
 

 

 

Description 

 

 During our assessment, we identified a denial of service (DoS) vulnerability in the 

WordPress application. Specifically, WordPress allows users to load multiple JS files and 

CSS files through load-scripts.php. Attackers can exploit this by force loading all possible 

JavaScript files at once by adding their names to a URL using the load parameter, 

separated by commas. Successful exploitation will allow remote attackers to conduct a 

denial of service condition on affected system. 

 
 

 

Impact 
 

 A successful attack can completely disrupt website functionality and prevent 

users from accessing it. 
 

 

 

Recommendation 

 

 It is recommended to implement proper authentication mechanisms for 

accessing the load-scripts.php. 

 It is recommended to use plugins or security measures to restrict the number of 

JavaScript files that can be loaded simultaneously. 

 Consider implementing plugins or security measures that limit the frequency and 

number of requests that can be sent to wp-cron.php, load-scripts.php endpoints. 

 

 

 

Proof of Concept – (Steps to Reproduce) 
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Figure 4 : WordPress Denial of Service Vulnerability :- WordPress configurations allow users to load multiple JS and CSS 

files through the “load-scripts.php?load=” file. By appending file names to the URL, users can trigger the server to 

search and load all associated JavaScript files. Repeatedly sending such requests can flood the server, potentially 

leading to a denial of service (DoS) vulnerability in the WordPress application. 

       Vulnerable Endpoint and Sample Payload : https://157.173.221.63/staging/wp-admin/load-

scripts.php?c=1&load[]=jquery-ui-core,jquery-ui-core,jquery-ui-core,jquery-ui-core,jquery-ui-core,jquery-ui-core  
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11.4    LUCKY13 (Potentially Vulnerable) 
 

 

 

Description  
 

LUCKY13 is a timing attack can be used against implementations of the TLS 

protocol using the cipher block chaining mode of operation. The vulnerability affects 

the TLS 1.1 and 1.2 specifications as well of certain forms of earlier versions. 
 

 

Impact 
 

 The attack allows a full plaintext recovery for OpenSSL. Therefore an attacker 

exploiting this vulnerability is able to read the plaintext of an TLS encrypted session. The 

attack is a more advanced padding oracle which exploits different calculation times 

depending on the plaintext being padded with one or two bytes or containing an 

incorrect padding. 
 

 

Recommendation 
 

 Several countermeasures for the LUCKY13 attack exist. Most importantly (and 

easy to implement), no CBC cipher suites should be used. Instead use AEAD cipher 

suites such as AES-GCM. 

Please enable the following configurations; also ensure NO CBC ciphers are enabled 

 Enable TLSv1.2, Disable SSLv3.0, TLSv1.0 and TLSv1.1 

 Enable modern TLS cipher suites and Disable all CBC Cipher suite 

 

Proof of Concept 
 

 

 

Figure 5 : LUCKY13 Vulnerability (Potentially Vulnerable) (CVE-2013-0169)  
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Figure 6 : SSL/TLS Weak Cipher Suites Supported : The remote host supports the use of SSL/TLS ciphers that offer weak 

encryption (Obsoleted CBC Ciphers Offered).  

 

 

 

 

 

Figure 7 : Deprecated weak SSL/TLS Protocols Offered : TLS Protocol Version 1.1 is Offered. It is recommended to 

disable these deprecated versions and enforce TLS 1.2 or higher to enhance security. 
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11.5     BREACH Vulnerability 
 

 

 

Description 
 

The BREACH vulnerability is a security flaw that allows attackers to extract 

sensitive information from encrypted web traffic. It exploits the compression 

mechanisms used in HTTP responses, allowing attackers to recover plaintext data, such 

as session tokens or authentication credentials, from encrypted traffic. 
 

 

Impact 
 

 Even if you use an SSL/TLS protected connection, an attacker can still view the 

victim’s encrypted traffic and cause the victim to send HTTP requests to the vulnerable 

web server/ Following these steps, an attacker could steal information from the website 

and do the following: 
 

 Inject partial plaintext they have uncovered into a victim's requests 

 Measure the size of encrypted traffic 

 
 

Recommendation 
 

 Recommend the following solutions: 

 If possible, disable HTTP level compression 

 Separate sensitive information from user input 

 Protect vulnerable pages with CSRF token. The SameSite Cookie attribute will 

mitigate this issue, because to exploit this issue an attacker forces the victim to 

visit a target website using invisible frames. With the SameSite cookie attribute 

added, cookies that belong to the target won't be sent with a request that 

does not include top level navigation. 

 Hide the length of the traffic by adding a random number of bytes to the 

responses. 

 Add in a rate limit, so that the page maximum is reached five times per 

minute.  
 

Proof of Concept 
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Figure 8 : BREACH Vulnerability – Potentially NOT OK (CVE-2013-3587) 
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11.6    Clickjacking Attack 
 

 

 

 

Description 
 

 Clickjacking (User Interface redress attack, UI redress attack, UI redressing) is a 

malicious technique of tricking a Web user into clicking on something different from 

what the user perceives they are clicking on, thus potentially revealing confidential 

information or taking control of their computer while clicking on seemingly innocuous 

web pages. 

 
 

 

Impact 
 

 An attacker can trick an unsuspecting victim to reveal confidential information or 

taking control of their computer while clicking on seemingly innocuous web pages. 
 

 

 

 

Recommendation 
 

 Configure your web server to include an X-Frame-Options header. Consult Web 

references for more information about the possible values for this header. 
 

 

 

Proof of Concept (Steps to Reproduce) 
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Figure 9 : Clickjacking Request. Step – 1  [Payload : <iframe src=" https://157.173.221.63/staging/” ] 

 

 

 

 

Figure 10 : Clickjacking Response. Step – 2 [Application is vulnerable to Clickjacking attacks] [It is recommended 

ensure that clickjacking protection (‘X-Frame-Options’ header) is enabled for all pages in your web application]  
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11.7    Strict Transport Security Vulnerability 
 

 

 

Description 

 

The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). The 

lack of HSTS allows downgrade attacks, SSL-stripping man-in-the-middle attacks, and 

weakens cookie-hijacking protections. 
 

 

Impact 
 

 Strict transport Security Vulnerability may leads to SSL-stripping man-in-the-middle 

attacks, and weakens cookie-hijacking protections. 

 

Recommendation 

 

 The application should instruct web browsers to only access the application using 

HTTPS. To do this, enable HTTP Strict Transport Security (HSTS) by adding a response 

header with the name 'Strict-Transport-Security' and the value 'max-age=expireTime', 

where expireTime is the time in seconds that browsers should remember that the site 

should only be accessed using HTTPS. Consider adding the 'includeSubDomains' flag if 

appropriate. 

 

Proof of Concept 
 

 

 

Figure 11 : Strict Transport Security Vulnerability – HSTS not configured.  
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11.8     Using Components with Known Vulnerabilities  
 

 

 

Description 

 

 During our assessment we identified the target web application is using update 

missing or outdated versions of components these versions are vulnerable to attacks. 
 

 

 

Impact 
 

 The potential impact is impossible to grade for this as it completely depends on 

the vulnerable component and what vulnerability it suffers from. The vulnerability could 

be an XSS on some unimportant sub domain, but it could just as well lead to a full 

system takeover. 

 

 
 

Recommendation 

 

 The first step to get rid of vulnerabilities in the components you are using would be 

to always keep everything up to date. 

 Remove unused dependencies, unnecessary features, components, files, and 

documentation. 

 Recommended to upgrade or update your installation of WordPress and its 

components to a latest stable version. 

 It is recommended to obtain components from official sources over secure links 

only. Prefer signed packages to reduce the chance of including a modified, 

malicious component. 

 Consider enabling automatic updates or upgrades in WordPress. 

 

 

Proof of Concept 
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Using Components with Known Vulnerabilities  : Outdated WordPress Components 
 

 

 

Figure 12 : Outdated WordPress Components – I : Outdated and vulnerable version of the Photo-gallery WordPress 

Plugin is detected. Running outdated components increases the risk of exploitation. It is recommended to update the 

plugin to the latest secure version to mitigate potential security risks. 

 

 

 

 

Figure 13 : Outdated WordPress Components – II : Outdated and vulnerable version of the Revslider WordPress Plugin 

is detected. Running outdated components increases the risk of exploitation. It is recommended to update the plugin 

to the latest secure version to mitigate potential security risks. 
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Figure 14 : Outdated WordPress Components – III : Outdated version of the Tablepress WordPress Plugin is detected. It 

is recommended to update the plugin to the latest secure version to mitigate potential security risks. 

 

 

 

 

 

 

 

Figure 15 : Outdated WordPress Components – IV : Outdated version of the TranslatePress-Multilingual WordPress 

Plugin is detected. It is recommended to update the plugin to the latest secure version to mitigate potential security 

risks. 
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Figure 16 : Outdated WordPress Components – V : Outdated version of the Twenty Twenty-Four WordPress Theme is 

detected. It is recommended to update the plugin to the latest secure version to mitigate potential security risks. 

 

 

 

 

Out of date Versions of WordPress Plugins and Themes 

 

 Photo-gallery WordPress Plugin 

 Revslider WordPress Plugin 

 Tablepress WordPress Plugin 

 TranslatePress-Multilingual WordPress Plugin 

 Twenty Twenty-Four WordPress Theme 
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11.9    Cookie without Same Site Attribute 
 

 

 

Description 

 

 A cookie has been set without the SameSite attribute, which means that the 

cookie can be sent as a result of a 'cross-site' request.  
 

 

 

Impact 
 

 The SameSite attribute is an effective counter measure to cross-site request 

forgery, cross-site script inclusion, and timing attacks.   
 

 

 

Recommendation 

 

 Ensure that the SameSite attribute is set to either 'lax' or ideally 'strict' for all 

cookies. 
 

 

 

Proof of Concept 

 

 

 
Figure 17 : Cookie created without the “Samesite” attribute [Ensure that the SameSite attribute is set to either 'lax' or 

ideally 'strict' for all cookies.]  
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11.10    Lack of HTTP Security Headers  
 

 

 

Description 

 

During our assessment, we identified that several important HTTP security headers 

are missing from the web application's response, including: 

 

 Content-Security-Policy 

 X-Content-Type-Options 

 X-Frame-Options 

 X-XSS-Protection 

 Referrer-Policy 

 Permissions-Policy 

 Cross-Origin-Resource-Policy 
 

These headers are essential for enhancing the security of the web application by 

protecting against attacks such as Cross-Site Scripting (XSS), clickjacking, and content-

type sniffing attacks. Without these security headers, the application is exposed to 

various security risks that could lead to unauthorized access or data breaches. 
 

 

 

Impact 
 

The lack of these essential HTTP security headers increases the application’s 

exposure to several critical risks. Without these security headers, the application is 

exposed to various security risks that could lead to unauthorized access or data 

breaches. 
 

 

 

Recommendation 
 

 Content-Security-Policy : It's recommended to implement and configure a 

robust Content Security Policy (CSP) for the web application. Enable CSP on 

your application by sending the Content-Security-Policy in HTTP response 

headers that instruct the browser to apply the policies as specified. 

 X-Content-Type-Options : Configure your web server to include an 'X-Content-

Type-Options' header with a value of 'nosniff'. 

 X-Frame-Options : Configure your web server to include an X-Frame-Options 

header. Consult Web references for more information about the possible 

values for this header. 
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 X-XSS-Protection : Ensure that the web browser's XSS filter is enabled, by setting 

the X-XSS-Protection HTTP response header to '1'. 

 Referrer-Policy : Implement a Referrer-Policy by using the Referrer-Policy 

response header or by declaring it in the meta tags. 

 Permissions-Policy : Ensure that your web server, application server, load 

balancer, etc. is configured to set the Permissions-Policy header. 

 Cross-Origin-Resource-Policy : Use the Cross-Origin-Resource-Policy header to 

prevent unauthorized access to resources from external domains. Setting this 

to same-origin or same-site. 

 

 

Proof of Concept – (Steps to Reproduce)  
 

 

 

Figure 18 : Lack of HTTP Security Headers : The application response lacks essential HTTP security headers. It is 

recommended to configure the required HTTP headers to enhance the security of the application.  
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12 Conclusion 
 

The vulnerability assessment and penetration testing provide detailed information's and 

snapshot of the security posture. The security exposure is never a constant. Hence, the 

information security management should regularly review, monitor and audit, on an 

ongoing basis to make improvements and take corrective actions. 

As per our assessment on 22nd March 2025, we found High, Medium and Low threat 

vulnerabilities on the Kerala Institute of Labour and Employment (KILE) Web Application. 

Experience has shown that a focused effort to address the problems outlined in this 

report can result in dramatic security improvements. Most of the identified problems 

require immediate updating solutions and commitment to good practices. To meet the 

standard security controls, Kerala Institute of Labour and Employment (KILE) can also 

implement the emerging technology to ensure that their application and configuration 

is secured forever.      

Specifically, the following action should be taken:  

 Xmlrpc.php can be restricted or disabled by using Wordpress Plugins or by manually 

configuring .htaccess file rewrite the rule. 

 Recommended to disable the xmlrpc.php endpoint if it is not needed for the 

functionality of the web application. If it is needed, access to this endpoint should be 

restricted to authorized users only, and all other methods should be protected against 

unauthorized access and exploitation. 

 Implement access control mechanisms such as IP whitelisting to restrict access to XML-

RPC. 

 Disable XML-RPC if not needed by blocking access to xmlrpc.php. If XML-RPC is 

required, limit authentication attempts via security plugins like Wordfence or Fail2Ban. 

 Xmlrpc.php can be restricted or disabled by using Wordpress Plugins or by manually 

configuring .htaccess file rewrite the rule. 

 Recommended to disable the xmlrpc.php endpoint if it is not needed for the 

functionality of the web application. If it is needed, access to this endpoint should be 

restricted to authorized users only, and all other methods should be protected against 

unauthorized access and exploitation. 

 Implement access control mechanisms such as IP whitelisting to restrict access to XML-

RPC. 

 It is recommended to implement proper authentication mechanisms for accessing the 

load-scripts.php. 

 It is recommended to use plugins or security measures to restrict the number of 

JavaScript files that can be loaded simultaneously. 

 Several countermeasures for the LUCKY13 attack exist. Most importantly (and easy to 

implement), no CBC cipher suites should be used. Instead use AEAD cipher suites such 

as AES-GCM. 
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 Consider implementing plugins or security measures that limit the frequency and 

number of requests that can be sent to wp-cron.php, load-scripts.php endpoints. 

 Please enable the following configurations; also ensure NO CBC ciphers are enabled 

 Enable TLSv1.2, Disable SSLv3.0, TLSv1.0 and TLSv1.1 

 Enable modern TLS cipher suites and Disable all CBC Cipher suite 

 If possible, disable HTTP level compression 

 Separate sensitive information from user input 

 Protect vulnerable pages with CSRF token. The SameSite Cookie attribute will mitigate 

this issue, because to exploit this issue an attacker forces the victim to visit a target 

website using invisible frames. With the SameSite cookie attribute added, cookies that 

belong to the target won't be sent with a request that does not include top level 

navigation. 

 Hide the length of the traffic by adding a random number of bytes to the responses. 

 Add in a rate limit, so that the page maximum is reached five times per minute.  

 Configure your web server to include an X-Frame-Options header. Consult Web 

references for more information about the possible values for this header. 

 The application should instruct web browsers to only access the application using 

HTTPS. To do this, enable HTTP Strict Transport Security (HSTS) by adding a response 

header with the name 'Strict-Transport-Security' and the value 'max-age=expireTime', 

where expireTime is the time in seconds that browsers should remember that the site 

should only be accessed using HTTPS. Consider adding the 'includeSubDomains' flag if 

appropriate. 

 The first step to get rid of vulnerabilities in the components you are using would be to 

always keep everything up to date. 

 Remove unused dependencies, unnecessary features, components, files, and 

documentation. 

 Recommended to upgrade or update your installation of WordPress and its 

components to a latest stable version. 

 It is recommended to obtain components from official sources over secure links only. 

Prefer signed packages to reduce the chance of including a modified, malicious 

component. 

 Consider enabling automatic updates or upgrades in WordPress. 

 Ensure that the SameSite attribute is set to either 'lax' or ideally 'strict' for all cookies. 

 Content-Security-Policy : It's recommended to implement and configure a robust 

Content Security Policy (CSP) for the web application. Enable CSP on your application 

by sending the Content-Security-Policy in HTTP response headers that instruct the 

browser to apply the policies as specified. 

 X-Content-Type-Options : Configure your web server to include an 'X-Content-Type-

Options' header with a value of 'nosniff'. 

 X-Frame-Options : Configure your web server to include an X-Frame-Options header. 

Consult Web references for more information about the possible values for this header. 

 X-XSS-Protection : Ensure that the web browser's XSS filter is enabled, by setting the X-

XSS-Protection HTTP response header to '1'. 

 Referrer-Policy : Implement a Referrer-Policy by using the Referrer-Policy response 

header or by declaring it in the meta tags. 
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 Permissions-Policy : Ensure that your web server, application server, load balancer, etc. 

is configured to set the Permissions-Policy header. 

 Cross-Origin-Resource-Policy : Use the Cross-Origin-Resource-Policy header to prevent 

unauthorized access to resources from external domains. Setting this to same-origin or 

same-site. 

For this Application to remain secure, however, security posture must be evaluated and 

improved continuously. Establishing the organizational structure that will support these 

ongoing improvements is essential in order to maintain control of the portal and related 

applications.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Private & Confidential                                     Mirox – KILE                           Web VAPT Report 

 

36 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 


